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WHO IS BRANDI MOORE
Career in Computer Security began in 1997
AOL Alumni
Masters in Forensic Science
Director for Ounce Labs 
OWASP Board Member for NYC Chapter
Founder of IndiaThink



WHERE ARE WE HEADED? 
Alisa Keimel from Johnny’s Seeds (links she 
mentioned are below)
http://www.pcicomplianceguide.org
https://www.pcisecuritystandards.org
http://www.pcialliance.org

Risk Management

Information Security Basics

PCI Standards



SECURITY IS A 
PROCESS….NOT A 
PRODUCT.

Just ask these people….



www.PrivacyRights.org



RISK MANAGEMENT: WHAT’S WHAT

Risk Management is a technique used by 
organizations to allocate resources.  

The Process:
1) Identifying assets
2) Identifying vulnerabilities
3) Identifying threats
4) Evaluating Controls
5) Determine Risk



WHAT MAKES ME INTERESTING? 
Customer financial information
Customer personal information
Customer transaction history
Business financials
Employee Data
Strategy Documents
Emergency Response Plans
Intellectual Property
Research & Development
And?



EXAMPLE OF RISK ASSESSMENT
Assets Vulnerabilities Threats Controls Risk Level

Customer data theft, destruction, 
inaccessible

competitors, 
hackers 
seeking 
financial 
wins, insiders

not encrypting 
customer 
data, strong 
access Control

HIGH

What is 
valuable to my 
organization?

How could it be 
compromised?

Who is 
interested? 
Are they 
skilled?

What are we 
doing about it?

Assess all 
answers. Make 
a risk estimate 
for priority.

How can I make this asset less valuable to my threats?



RISK EMERGES



LOOK BEFORE YOU LEAP

Who already has the key?
Access Control
Interoffice mailings/email
Hard documents 
Public information

Become a control freak.



ONSITE: ACCESSING & STORING 
INFORMATION
Typical Business Infrastructure contains: 

Servers
Access Control
Network segmentation (do not face these DIRECTLY to the 
internet)

Networking Equipment
Router

Firewall
Do not use defaults

Monitor your network
“Things seem slow”

Wireless Networks
Protect with passwords or hide the SSID
Do not use defaults



ONSITE: ACCESSING & STORING INFORMATION
User Machines

AV, Spyware, Monitoring Tools
Remove Admin control from users 
Monitor application installs, consider removing ability to 
install applications.
Lock down machines and remove guest users
Force users to store information centrally
Monitor email usage
Is your email hosting provider scanning files?







OFFSITE: ACCESSING & STORING 
INFORMATION

Hosting Provider
Start asking questions….they are 

What security features are part of my contract?
How are you going to protect my data?
When are they reviewing the security of their 
datacenter?
Who is the group performing the tests?
Where can I go for more information?



OFFSITE: ACCESSING & STORING 
INFORMATION

Back-up Storage
Where are you storing your second copy of data?
What are the security policies of the location?

Outsourcing
Application Development
Customer Service





PEOPLE: THE WEAKEST LINK
Awareness Training is the most effective way of 
securing your infrastructure.  

If employees do not open the door, intruders must 
go to great lengths to enter. 

Social engineering threats
Create good passwords
Make employees aware of the value of the company’s 
information



PCI TENANTS
Build and Maintain a Secure Network    

1: Install and maintain a firewall configuration to protect cardholder data    
2: Do not use vendor-supplied defaults for passwords and other security parameters 

Protect Cardholder Data
3: Protect stored cardholder data
4: Encrypt transmission of cardholder data across open, public networks 

Maintain a Vulnerability Management Program
5: Use and regularly update anti-virus software
6: Develop / maintain secure systems and applications 

Implement Strong Access Control Measures
7: Restrict access to cardholder data by business need-to-know
8: Assign a unique ID to each person with computer access
9: Restrict physical access to cardholder data 

Regularly Monitor and Test Networks    
10: Track and monitor all access to network resources and cardholder data 
11: Regularly test security systems and processes 

Maintain an Information Security Policy 
12: Maintain a policy that addresses information security 



SO WHAT DOES THAT MEAN?
Steps Small Businesses Need to Follow:

Fill out the Self Assessment
Work with hosting provider on penetration testing
Work with payment processor to insure they are certified 
and compliant

What happens if I experience a breach?
PCI can increase the overhead you pay on transactions
You may be moved to Level 1 where you will be required to 
perform a full blown audit at a very large expense.
PCI may leverage a fine per lost credit card (.05 per card)



SO WHAT DOES THAT MEAN?
PCI Compliance should be a goal for your 
organization if you process credit cards.

The most important thing to remember is that you 
have help in achieving compliance through your 
providers BUT you must ensure that the help 
(payment processor and hosting providers) are doing 
their part. 

In other words: Don’t be the reason for the security 
breach.





WHAT’S THE PLAN?
You figured out what’s valuable, set up ways to 
protect your assets, you met compliance 
objectives….now what?

A computer intrusion can WIPE YOU OUT
How will you survive if your database is stolen or 
destroyed? 
What happens if your website is down for a week?
Business contingency planning is critical to a successful 
enterprise.
Can you afford a large fine from PCI DSS?
How will you message your audience about a security 
problem?

Act NOW so you don’t have to think later.





BrandiLMoore@gmail.com


