CREATING A SECURE
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WHO IS BRANDI MOORE

Career in Computer Security began in 1997
AOL Alumni

Masters 1in Forensic Science

Director for Ounce Labs

OWASP Board Member for NYC Chapter
Founder of IndiaThink



WHERE ARE WE HEADED?

o Alisa Keimel from Johnny’s Seeds (links she
mentioned are below)

o http:/www.pcicomplianceguide.org

o https://www.pcisecuritystandards.org

o http://www.pcialliance.org

o Risk Management

o Information Security Basics

o PCI Standards




SECURITY IS A

PROCESS....NOT A
PRODUCT.
@

o
Just ask these people....
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were In the database could
have been compromised.

July 9,
2008

Wagner Resource Group
(McLean, VA)

Somelime late last year, an
employee of a McLean
investment firm used the online
file-sharing network LimeWire.
In doing so, he inadvertently
opened the private files of his
firm to the public. That
exposed the names, dates of
birth and Social Security
numbers of about 2,000 of the
firm's clients, including a
number of high-powered
lawyers and Supreme Court
Justice Stephen G. Breyer.

2,000

July 9,
2008

Division of Motor Vehicles Colorado
(Colorado)

The DMV regularly sends large
batches of personal
information over the Internet
without encryption and has
failed to properly limit access
to its database, according to a
recent audit. At one point, 33
former DMV employees could
access names, addresses,
dates of birth and Social
Security numbers

3.4 millien

July 10,
2008

Williamson County (TN) Schools
(Franklin, TN)

Saoclal Security numbers and
other personal information of
4,000 children were posted on
the Internet.

E

July 11,
2008

US Army Fort Lewis
(Fort Lewis, WA)

A laptop computer that was
reported stolen from an Army
employee's truck contained
personal information on about
800 to 900 Fort Lewis soldiers.
UPDATE (7/11/08) :A
17-year-old Lacey boy faces a
charge of suspicion of
possession of stolen property
after Tumwater police
uncovered items from vehicle
prowls, including a stolen Army
laptop containing information
about up to 900 Fort Lewis
soldiers.

TOTAL number of records containing sensitive personal information
involved in security breaches in the U.S. since January 2005.

233,982,226
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RISK MANAGEMENT: WHAT'S WHAT

Risk Management 1s a technique used by
organizations to allocate resources.

The Process:
Identifying assets
Identifying vulnerabilities
Identifying threats
Evaluating Controls
Determine Risk



WHAT MAKES ME INTERESTING?

Customer financial information
Customer personal information
Customer transaction history
Business financials

Employee Data

Strategy Documents
Emergency Response Plans
Intellectual Property

Research & Development
And?



EXAMPLE OF RISK ASSESSMENT

Customer data theft, destruction, competitors, not encrypting HIGH

1naccessible hackers customer
seeking data, strong
financial access Control

wins, insiders

What is How could it be Who is What are we  Assess all

valuable to my compromised? Iinterested? doing about i1t? answers. Make

organization? Are they a risk estimate
skilled? for priority.

How can I make this asset less valuable to my threats? ‘




RISK EMERGES

&

Vulnerability




LOOK BEFORE YOU LEAP

Who already has the key?
Access Control
Interoffice mailings/email
Hard documents
Public information

Become a control freak.



ONSITE: ACCESSING & STORING
INFORMATION

Typical Business Infrastructure contains:

Servers

o Access Control

o Network segmentation (do not face these DIRECTLY to the
Internet)

Networking Equipment

o Router
Firewall
Do not use defaults

o Monitor your network
“Things seem slow”

o Wireless Networks
Protect with passwords or hide the SSID
Do not use defaults



ONSITE: ACCESSING & STORING INFORMATION

User Machines
o AV, Spyware, Monitoring Tools

o Remove Admin control from users

o Monitor application installs, consider removing ability to
istall applications.

o Lock down machines and remove guest users
o Force users to store information centrally

o Monitor email usage
o Is your email hosting provider scanning files?
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Safe Search and Surf
Color-coded alerts from McAfee SiteAdvisaor to
wehsites to help you avoid online danger.

Always Active, Always Updating
Automatically receive the latest software features,
threat updates and version upgrades.

Fast Anti-Virus Protection
Cuickly scans, blocks and cleans out over 200,000
known threats.

Tough Anti-Hacker Protection
Hides your online presence and files from hackers,
identity thieves and unauthorized communication.

Shrewd Anti-Spyware Protection
Intercepts spyware befare itinstalls on your
computer and removes existing spyware.

PC Maintenance
Cleans clutter off your computer so it stays healthy
and secure.

|dentity Theft Prevention
Guards you from identity theft and online fraud.

Spam & Online Scam Prevention
Shields you from junk email.

Protects Children Online
Blocks offensive websites.

Automatically Makes Copies
Protects your precious online items (files, music,
photos) by automatically backing up.

Home Network Protection

MMaonitars all your home computers and the netwaork it
you've linked them together, far security
weaknesses and lets you easily share files and
printers.

Total Protection™
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OFFSITE: ACCESSING & STORING
INFORMATION

Hosting Provider
o Start asking questions....they are
What security features are part of my contract?
How are you going to protect my data?

When are they reviewing the security of their
datacenter?

Who 1s the group performing the tests?

Where can I go for more information?



OFFSITE: ACCESSING & STORING
INFORMATION

Back-up Storage

Where are you storing your second copy of data?

What are the security policies of the location?

Outsourcing

Application Development

Customer Service






PEOPLE: THE WEAKEST LINK

Awareness Training is the most effective way of
securing your infrastructure.

If employees do not open the door, intruders must
o0 to great lengths to enter.

Social engineering threats
Create good passwords

Make employees aware of the value of the company’s
information



PCI TENANTS

Build and Maintain a Secure Network
1: Install and maintain a firewall configuration to protect cardholder data
2: Do not use vendor-supplied defaults for passwords and other security parameters

Protect Cardholder Data

3: Protect stored cardholder data

4: Encrypt transmission of cardholder data across open, public networks
Maintain a Vulnerability Management Program

5: Use and regularly update anti-virus software

6: Develop / maintain secure systems and applications

Implement Strong Access Control Measures
7: Restrict access to cardholder data by business need-to-know
8: Assign a unique ID to each person with computer access
9: Restrict physical access to cardholder data
Regularly Monitor and Test Networks
10: Track and monitor all access to network resources and cardholder data
11: Regularly test security systems and processes
Maintain an Information Security Policy
12: Maintain a policy that addresses information security



SO WHAT DOES THAT MEAN?

Steps Small Businesses Need to Follow:
Fill out the Self Assessment

Work with hosting provider on penetration testing

Work with payment processor to insure they are certified
and compliant

What happens if I experience a breach?
PCI can increase the overhead you pay on transactions

You may be moved to Level 1 where you will be required to
perform a full blown audit at a very large expense.

PCI may leverage a fine per lost credit card (.05 per card)



SO WHAT DOES THAT MEAN?

PCI Compliance should be a goal for your
organization if you process credit cards.

The most important thing to remember 1s that you
have help in achieving compliance through your
providers BUT you must ensure that the help
(payment processor and hosting providers) are doing
their part.

In other words: Don’t be the reason for the security
breach.
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PCI Compliant Web Hosting

SHARED | PC1 Compliant Web Hosting
HOSTING EDTHosting.com Has d with C: to offer PCI C: ‘Web Hosting

| Vise, MasterCard, Amencan Express and Discover require all entities that accept credit card payments over the Intemet - o
VIRTL PRIV process, transmi or store cred i card data on 2 network connectad wnanvmmmn nternet - to be certified to meet the
HOSTI :'; il SEIWER | Payment Card Industry (PC1) Data Securlty Standard

| EDTHosting.com has partnered with ControScan to offer PCT Compliant web hosting to our clients.
DEDICATED SERVER Al credit card companies and &l banks woridwide accept ContraiSean's PCI 1-2-3 Certffication to validte compiance with the
HOSTING | Payment Card Industry Data Securty Standards.

| To maet these requirements you must eomglete both the Annual PCI Sell-Assessment Questionnaire and pass securty scans of
SOL SERVER | your web site{s) and al office, store or ather netwark Internet connection(s) where payment card information & pracessed or
HOSTING | stored, Thase securlty scans must be passed on at kaast 3 quarterly bass.

| There are four sieps to becoming “Certified PCI Compliant”
Microsoft FrontPage |
HOSTING | Step 1: Sign up for 3 web hasting account with EDTHosting.com
| Step 2: Completing and passing the annual security sefl-assessment questionnaire
Step 3: Completing and passing quarterly security scans of your [nternet infrastructure
DOMAIN NAME Step 4; Submit your Passed Securlty Sef Assessment & Scan report to your bank,
REGISTRATION |

| Step 1: Sign up for a web hosting account with EDTHosting.com
ORDER S5L e ~ ™

CERTIFICATES :Getsumd by signing up for a web hosting account with EDTHosting.com. EDTHosting.com s a Certified PCI
| Compllant web hosting provider. Once you have an account with EDTHasting.com, Log in to your
| EDTHosting.com control panel account to complete steps 2-4:

the PCI Self-A (SAQ) please keep in mind that it specifically
lch'um your business practices, MMr systems and Web site(s) that are directly Involved In processing,
| storing, or transmitting payment card data.

PCI Compliant
Hosting |
| The PCI Questionnaire will assist you In the by providing of each question
EDTHosling.com is a | and suggestions for with the .
PCI Cariified Wab Hosling Provider |

A‘M’rmmlnﬂ each section dimwmm I'.hﬂ.‘k Compliance” button at the end of the form will provide 3

mdﬁnwmu! d and the of passing answers. For your convenience,

| after clicking the Check C. button any left or an Issue needing
orIuL ' | attention will also be highlighted in yellow. *Click the "Save Changes” button at the bottom of this page at any

| time to save your work for completion later. If your sesslon times-out while working on the form, please log

| back in at the login prompt to resume

O7JUL Step 3: 1ssuing your ControlScan Certificate of PCI Compliance
VERIF!ED |

SECURE | Elick on Security Scan at the top of this page. Download your passed PCI Scan reports to your desk top. For more

| Information on scheduling PCI Scan please click on the support tab or call ControlSean.

CU""U‘M‘ | Step 4: Submit your Passed Security Self Assessment & Scan report to your bank.
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WHAT'S THE PLAN?

You figured out what’s valuable, set up ways to
protect your assets, you met compliance
objectives....now what?

A computer intrusion can WIPE YOU OUT

How will you survive if your database is stolen or
destroyed?

What happens if your website 1s down for a week?

Business contingency planning is critical to a successful
enterprise.

Can you afford a large fine from PCI DSS?

How will you message your audience about a security
problem?

Act NOW so you don’t have to think later.
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July 14,
2008

Washington Metropolitan Area Transit Authority
(Washington, DC)

Metro accidentally published
the Social Security numbers of
past and present employees
on its Web site. The numbers
were posted with a solicitation
to companies for workers'
compensation and risk
management services.

4.700

July 15,
2008

Weber Law Firm
(Houston, TX)

Sheriff's deputies uncovered
hundreds of people's personal
financial files that had been
discarded in a dumpster in
northwest Houston. Box after
box of records including
personal financial records,
documents with Social Security
numbers, people's medical
files and more were found in
the dumpster.

Unknown

July 15,
2008

Missouri National Guard

(Jefferson City, MO}

(888) 526-6664 ext. 7688

(312) 555-9500 ext. 7888 Soldier deployed overseas

The Missouri National Guard
has called for a criminal
investigation after it learned
that the personal information
of as many as 2,000 soldiers
had been breached. The
Guard would not release how
the personal information had
been taken — whether by
computer hackers or other
means — because it has asked
for a full law enforcement
investigation into the matter.

2,000

July 15,
2008

University of Texas at Austin
(Austin, TX)

The personal information of
University of Texas students
and faculty has been exposed
on the Internet. An
independent watchdog
discovered more than five
dozen files containing
confidential graduate
applications, test scores, and
Social Security numbers. The

2,500
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